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AMENDMENT(S) TO THE CLAIMS: 

^! 0 n Win n^ ° f daimS T m rCplaCe ^ Pri0r Versions > and fi **S* oi claims on the 
application. Claims being amended are set forth in a larger font than all other claims All 
claims are set forth below with one of the following annotations. ' 

• (Original): Claim filed with the application following the specification. 

• (Currently amended): Claim being amended in the current amendment paper. 

• (Cancelled): Claim cancelled or deleted from the application. 

• (Withdrawn): Claim still in the application, but in a non-elected status. 

• (New): Claim being added in the current amendment paper. 

• (Previously presented); Claim not being currently amended, but which was 
amended or was new in a previous amendment paper. 

• (Not entered): Claim presented in a previous amendment, but not entered or whose 
entry status unknown. No claim text is shown. 



1. 



(Currently amended) In a station of a wireless network, the station coupled to a 
network device by a network link, the network device including a memory, a 
method of streaming data over the network link from or to the network device 
memory during wirelessly transmitting or wirelessly receiving at the station, the 
method comprising: 

accepting information describing wherefrom to retrieve a data element 
including at least some of the data for a to-be-wirelessly-transmitted packet in 
the case of transmitting, or whereto write a data element including at least some 
of the data from a wirelessly received packet in the case of receiving, the 
accepted information including information defining a memory location and an 
amount data in the network device memory for said data element, the accepted 
information further including, in the case of transmitting, specifying any 
encrypting to be performed, and in the case of receiving, any decrypting to be 
performed; 
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setting up a DMA transfer of said data element for the to-be-wirelessly- 
transmitted packet in the case of transmitting, or from the wirelessly received 
packet in the case of receiving, the setting up using the defining information, 
the setting up including in the case of transmitting, specifying any encrypting to 
be performed, and in the case of receiving, any decrypting to be performed; and 

in the case of transmitting: 

converting the defining information to a packet of a first type for 
transport over the network link; 

sending the packet of the first type via the network link to the 
network device to be interpreted at the network device to set up sending 
said data element from the memory of the network device according to 
the defining information, including encrypting the information; 

receiving in response to the sending of the packet of the first type, a 
packet of a second type that includes said data element encrypted as 
specified; 

converting the packet of the second type to said data element; and 
incorporating said data element into the packet for transmission, 

or, 

in the case of receiving: 

extracting said data element from the wirelessly received packet; 

converting the defining information and encapsulating said data 
element into a packet of the second type for transport over the network 
link for said data element to be written into the memory of the network 
device; and 

sending the packet of a second type to the network device to be 
interpreted at the network device to cause the encapsulated data to be 
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2. 



6. 



written into the memory of the network device according to the defining 
information, 

such that, in the case of transmitting, the transfer over the aetwerie networkjink of 
said data element for incorporation into a packet for wireless transmission, 
including any encrypting, occurs in real time during transmit time, or suchthat in 
the case of receiving, the transfer of said data element from a wirelessly received 
packet, including any decrypting, occurs in real time during receive time, and 

such that any encrypting of said data element occurs prior to transferring the packet 
with said data element over the aetwe^ network link, and such that any decrypting 
occurs after the transfer of the packet with said data element over the «etw^fe 
network link. 

(Original) A method as recited in claim 1, wherein the station is an access point 
of the wireless network. 

(Original) A method as recited in claim 1, wherein the wireless network 
conforms to one of the IEEE 802. 1 1 standards or derivatives thereof. 

(Original) A method as recited in claim 3, wherein the packet is an 802. 1 1 
MAC packet. 

(Original) A method as recited in claim 1, wherein the network device is a 
network switch that includes a memory wherefrom data is streamed during the 
wireless transmitting or whereto data is streamed during the wireless receiving. 

(Currendy amended) A method as recited in claim 5, wherein the network 
network link is a Gigabit Ethernet link or an Ethernet fink at least as fast as a 
Gigabit Ethernet link. 

(Currently amended) A method as recited in claim 1, wherein setting up of the 
DMA transfer is part of *** asetup_of a scatter/gather DMA transfer of a plurality 
of data elements. 
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8. (Currently amended) In a network device coupled by a network link to a 
wireless station of a wireless network, the network device including a memory, a 
method of streaming data over the network link from or to the network device ' 
memory during wirelessly transmitting or during wirelessly receiving at the station, 
the method comprising: 

sending information over the network link to the wireless station describing 
wherefrom to retrieve a data element including at least some of the data for a to- 
be-wirelessly-transmitted packet in the case of transmitting, or whereto write a 
data element including at least some of the data from a wirelessly received 
packet in the case of receiving, the accepted information including information 
defining a memory location and an amount data in the network device memory 
for said data element; 

accepting information describing how to encrypt at least some of the data 
for the to-be-wirelessly-transmitted packet in the case of transmitting, or how to 
decrypt at least some of the data from a wirelessly received packet in the case of 
receiving; and 

in the case of data for a to-be-transmitted packet, in response to the 
receiving of the packet of the first type: 

receiving from the wireless station via the network link a packet of 
the first type, the packet of the first kind including information 
describing wherefrom to retrieve said data element and how to encrypt; 

retrieving said data element from the memory; 

forming a packet of a second type that includes the retrieved data, 
including encrypting data as requested; and 

sending the packet of a second type to the wireless station in 
response to the receiving, 

or, 
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in the case of data from a received packet: 

receiving a packet of a second type from the wireless station 
encapsulating said data element and including information describing 
whereto write said data element and how to decrypt said data element; 

extracting the encapsulated data from the packet of the second type, 
including decrypting said data element; 

writing the extracted data into the memory according to information 
in the received packet of the second kind, 

such that, in the case of transmitting, the transfer of data over the network network 
link for incorporation into a packet for wireless transmission, including any 
encrypting, occurs in real time during transmit time, or such that in the case of 
receiving, the transfer of data over the network networkjink from a wirelessly 
received packet, including any decrypting, occurs in real time during receive time. 

(Original) A method as recited in claim 8, wherein the station is an access point 
of the wireless network. 



9. 



10. (Original) A method as recited in claim 8, wherein the wireless network 
conforms to one of the IEEE 802.1 1 standards or derivatives thereof. 

1 1 . (Original) A method as recited in claim 10, wherein the packet is an 802. 1 1 
MAC packet. 

12. (Original) A method as recited in claim 8, wherein the network device is a 
network switch, 

13. (Currently amended) A method as recited in claim 12, wherein the network 
network link is a Gigabit Ethernet link or an Ethernet link at least as fast as a 
Gigabit Ethernet link , 

14. (Currently amended) A method as recited in claim 8, 
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wherein the i^mm M^mtoj^ve^^^ Quvhgeto^ritea 
data element is used in setting up a DMA fr.ncfe. nnd 

wherein setting up of the DMA transfer is part of *** asetu^ of a scatter/gatner 
DMA transfer of a plurality of data elements. 

15- (Currently amended) An apparatus in a wireless station operable in a wireless 
network, the apparatus comprising: 

a local memory able to receive information describing a location wherefrom 
a data element including at least some of the data for a to-be-wirelessly 
transmitted packet is to be obtained, the location being in a memory of a 
network device coupled by a network link to the wireless station; 

a packet/DMA engine coupled to the local memory, the packet DMA engine 
able to set up a DMA transfer of data for the to-be-wirelessly-transmitted 
packet, the setting up using the received information in the memory and 
forming information defining a set of at least one location in the memory of the 
network device, and defining cryptographic information; and 

a network interface coupled to the packet/DMA engine, the network 
interface including a network DMA engine able to accept DMA requests for 
transfer of data, the networkDMA engine able to convert defining information 
to a packet of a first type and to cause the network interface to send the packet 
of the first kind over a netwe* network link to which the network interface is 
coupled, such that a compatible network device can interpret and retrieve the 
data defined by the defining information, including interpreting the 
cryptographic information and encrypting the data accordingly, the network 
interface further able to recognize and provide the network DMA engine a 
packet of a second type received over artwork thenetwork link, the packet of 
the second type including data defined by defining information, the network 
DMA engine further able to convert the provided packet of the second type to 
data included therein, 
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such that, in the case that the station is coupled to a first network, and a first packet 
of the second type is received over the first network from a first network device 
also coupled to the first network, said receiving of the first packet of the second 
type being in response to the sending of a first packet of the first kind, and said 
sending of the first packet is as a result of the network DMA engine accepting a 
first DMA request that defines data to be retrieved from a memory of the first 
network device and that defined any encrypting to be performed, the network DMA 
engine responds to the first DMA request with the data defined in the first DMA 
request, and 

such that the transfer of data over the first network for incorporation into a packet 
for wireless transmission can occur in real time during transmit time, including 
encrypting prior to the transfer over the first network. 

1 6. (Currently amended) An apparatus as recited in claim 1 5, 

wherein the local memory is further able to receive information describing a 
location to where an element of data from a wirelessly received packet is to be 
stored, the location in a memory the memory of a-netwefk the network device 
coupled by a network the network link to the wireless station, 

wherein the packet/DMA engine using the received information in the memety 
local memor y is further able to set up a DMA transfer of a data element including at 
least some of the contents of the wirelessly received packet, the set up including 
defining cryptographic information that describes how to decrypt received data 
data. 

wherein the network DMA engine is further able to form a packet of a second type 
including the data element defined by defining information in a DMA request 
acc epted by the network DMA engine , including the cryptographic information, and 

wherein the network interface is further able to send the formed packet of the 
second type, 
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such that, in the case that the station is coupled to the first network and the first 
network device is also coupled to the first network, a fim second packet of the 
second type is sent over the first network to the first network device as a result of 
the network DMA engine accepting a fim second DMA request that defines data to 
be sent to the memory of the first network device, including how to decrypt the 
data, and 

such that the transfer of data over the network- networkjink from a wirelessly 
received packet occurs in real time during receive time, with any real time 
decrypting occurring after transfer over the H etwork. network link. 

17. (Currently amended) An apparatus as recited in claim 15, the apparatus further 
comprising: 

a host processor coupled to a host bus subsystem; and 

a host DMA controller coupled to the host subsystem, 

wherein the packet/DMA engine is also coupled to the host bus subsystem and able 
to communicate to the host DMA controller, 

such that the packet DMA engine's setting up a DMA transfer includes the 
packet DMA engine instructing the host DMA controller to set up the DMA 
transfer, and 

such that the network DMA engine appears to the host DMA controller as a 
memory interface, 

wherein the local memory is further able to receive information describing a 
location to where an element of data from a wirelessly received packet is to be 
stored, the location in a-memeiy the memory of a-netwe* the network device 
coupled by a-network the network link to the wireless station, 

wherein the packet/DMA engine using the received information in the memory 
local memory is further able to set up a DMA transfer of a data element including at 
least some of the contents of the wirelessly received packet, 
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wherein the network DMA engine is further able to form a packet of a second type 
including the data element defined by defining information in a DMA request, and 

wherein the network interface is further able to send the formed packet of the 
second type. 

18. (Currently amended) A-methed An apparatus as recited in claim 17, wherein the 
packet/DMA engine includes a scatter/gather DMA controller to set up the transfer 
of a plurality of data elements. 

19. (Currently amended) A method Anapparatus as recited in claim 15, wherein the 
station is an access point of the wireless network. 

20. (Currently amended) A«ethed An apparatus as recited in claim 15, wherein the 
wireless network conforms to one of the IEEE 802.1 1 standards or derivatives 
thereof. 

21 . (Currently amended) A-methed Ajiap^aratus as recited in claim 20, wherein the 
f**** 64 to-be-wirelesslv transmit P ^i^ i s ^ g 0 2. 1 1 MAC packet. 

22. (Currently amended) A-methed Anap^aratus as recited in claim 15, wherein the 
network device is a network switch that includes a memory wherefrom data is 
streamed during the wireless transmitting. 

23. (Currently amended) A method An apparatus as recited in claim 22, wherein the 
**werk- network link is a Gigabit Ethernet fink or an Ethernet link at least as fast as 
a Gigabit Ethernet link. 

24. (Currently amended) A method of wirelessly transmitting a packet of 
information, the method compriGing comprising 

streaming a data element including at least some of the contents of the 
packet over a network link during transmit time, the streaming including real- 
time encrypting the data prior to the transfer over the network tiak^ linki and 

transmitting the packet of information. 
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25. (Original) A method as recited in claim 24, wherein the transmitting is by a 
station of a wireless network and the streaming is to the station from a network 
device coupled to the station by the network link. 

26. (Original) A method as recited in claim 25, wherein the station is an access 
point of the wireless network. 

27. (Original) A method as recited in claim 25, wherein the wireless network 
conforms to one of the IEEE 802.1 1 standards or derivatives thereof. 

28. (Original) A method as recited in claim 27, wherein the packet is an 802.1 1 
MAC packet. 

29. (Original) A method as recited in claim 25, wherein the network device is a 
network switch that includes a memory wherefrom data is streamed during the 
wireless transmitting. 

30. (Currently amended A method as recited in claim 29, wherein the notwork 
network link is a Gigabit Ethernet link or an Ethernet link at least as fast as a 
Gigabit Ethernet link . 

3 1 . (Currently amended) A method as recited in claim 25, wherein the network 
device includes a memory wherefrom data is streamed during the wireless 
transmitting, the method further comprising: 

forming a DMA request for said data element and a» encryption requosty 
information: 

converting the formed DMA request and the encryption request information 
to a first packet for transport over the notwork; network link: 

sending the first packet to the network device over the network- network 
link: 
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receiving a second packet over the network network link from the network 
device, said second packet containing said data element encrypted according to 
the encryption r e quest ; information: and 

responding to the formed DMA request with said data element from the 
second packet, 

such that the streaming of said data element of the data uses the second packet, and 
such that the encryption occurs in real time during the streaming. 

32. (Original) A method as recited in claim 3 1 , further comprising: 

receiving from the network device information regarding where data for 
wireless transmission resides in the memory of the network device, 

such that the forming of the DMA request uses the received information. 

33. (Currently amended) A method as recited in claim 31, wherein the network 
network link is a Gigabit Ethernet link or an Ethernet Unk at least as fast as a 
Gigabit Ethernet link, and wherein the network device is a network switch, wherein 
the wireless network is a network conforming to one of the IEEE 802.1 1 standards 
or a derivative thereof, and wherein the first and second packets are respectively 
Ethernet packets of a first type and a second type. 

34. (Currently amended) A method of wirelessly receiving a packet of information, 
the method c omprising comprising: 

wirelessly receiving a packet of information; 

streaming a data element including at least some of the contents of the 
packet over a network link during receive time* time: and 

decrypting the data element in real time during the streaming, the decrypting 
after transfer over the network link. 
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35. (Original) A method as recited in claim 34, wherein the receiving is by a station 
of a wireless network and the streaming is from the station to a network device 
coupled to the station by the network link. 

36. (Original) A method as recited in claim 35, wherein the station is an access 
point of the wireless network. 

37. (Original) A method as recited in claim 35, wherein the wireless network 
conforms to one of the IEEE 802.1 1 standards or derivatives thereof. 

38. (Original) A method as recited in claim 37, wherein the packet is an 802. 1 1 
MAC packet. 

39. (Original) A method as recited in claim 35, wherein the network device is a 
network switch that includes a memory whereto data is streamed during the 
wireless receiving. 

40. (Currently amended) A method as recited in claim 39, wherein the network 
network link is a Gigabit Ethernet link or an Ethernet link at least as fast as a 
Gigabit Ethernet ]ink. 

41 . (Currently amended) A method as recited in claim 35, wherein the network 
device includes a memory whereto data is streamed during the wireless 
transmitting, the method further comprising: 

forming a DMA instructi o n request for writing said data element and 
encryption information : 

converting the formed DMA request and the encryp tion inform^ to a 
first packet for transport over the network ? network link; 

sending the first packet to the network device over the network* network 
link: 
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encapsulating said data element encrypted according to the, encryp t;™ 
information into a second packet for transport over the fletwefk- network link to 
the network device; and 

sending the second packet over the network network link to the network 
device for writing into the memory of the seeend network device according to 
the formed DMA instruction request. 

such that the streaming of said data element of the data uses the second packet. 

42. (Original) A method as recited in claim 41 , further comprising: 

receiving from the network device information regarding where wirelessly 
received data is to be written in the memory of the network device, 

such that the forming of the DMA request uses the received information. 

43. (Currently amended) A method as recited in claim 43 claim 41 . wherein the 
eetwe* network link is a Gigabit Ethernet link or an Ethernet link at least as fast as 
a Gigabit Ethernet link, and wherein the network device is a network switch, and 
wherein the wireless network is a network conforming to one of the IEEE 802. 1 1 
standards or a derivative thereof, and wherein the first and second packets are 
respectively Ethernet packets of a first type and a second type. 

44. (Currently amended) An apparatus to wirelessly transmit a packet of 
information, the apparatus including: 

means for wirelessly transmitting a packet of information; and 

means for streaming a data element, including at least some of the contents 
of the packet, over a network link during transmit timer time, wherein the 
streaming includes real-time encry p ting the data prior to the transfer over the, 
network link. 
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45. (Original) An apparatus as recited in claim 44, wherein the transmitting is in a 
station of a wireless network, and wherein the streaming is from a network device 
coupled to the wireless station by the network link. 

(Currently amended) A carrier medium carrying a set of machine readable 
instructions to instruct a machine to carry out a method of wirelessly transmitting a 
packet of information, the method including: 

streaming a data element, including at least some of the contents of the 
packet, over a network link during transmit time, time, the streaming Wi„H ; „ r 
real-time encrypting the data p ri or to the transf er over the, network jjnk 

(Original) A carrier medium as recited in claim 46, wherein the transmitting is 
in a station of a wireless network, and wherein the streaming is from a network 
device coupled to the wireless station by the network link. 

48. (Currently amended) An apparatus to wirelessly receive a packet of 
information, the apparatus including; - including: 

means for wirelessly receiving a packet of information; and 

means for streaming a data element, including at least some of the contents 
of the received packet, over a network link during transmit timer time: and 

means for decrypting the d ata e le ment in real rim e during th* str^™;^ 
decrypting a fter transfer over the network link. 



47 



49 



50 



(Original) An apparatus as recited in claim 48, wherein the receiving is in a 
station of a wireless network, and wherein the streaming is to a network device 
coupled to the wireless station by the network link. 

(Currently amended) A carrier medium carrying a set of machine readable 
instructions to instruct a machine to carry out a method of wirelessly receiving a 
packet of information, the method including: 
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streaming a data element, including at least some of the contents of the 
received packet, over a network link during transmit timer rime: and 

decrypting the data element in real time duri ng the streaming, the de^ryp tin^ 
after transfer over the network link. 

5 1 . (Original) A carrier medium as recited in claim 50, wherein the receiving is in a 
station of a wireless network, and wherein the streaming is to a network device 
coupled to the wireless station by the network link. 
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